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advice and information from Robin Stannard, Community and Youth Affairs Officer, Wiltshire Police

Is it OK to have an online social networking profile? 

Social networking sites, such as Bebo, Facebook and MySpace, are great places to express yourself, connect with old friends and make new ones. They let you publish information about yourself and connect with other people online.
Your profile is an easy-to-create Web page where you can post personal information - such as your name, email address, hobbies, likes and dislikes, and photographs and videos of yourself, your friends and your family - and can set up contacts or ‘friends’ lists.
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Ultimately, many of your students, and most of their parents, are participating in social networking. However, as a teacher or other member of the school workforce, it is important that you consider how you present yourself in your social networking profile and who will see it. 

Considering the popularity of social networking among young people, some of your students or their parents could be members of the same social networking site as you or will know how to search the internet for your profile. As a teacher, you might not want your students or other people you don't know well to access your profile and photos (or the profiles and photos of your friends and family).

Fortunately, all the leading social networking sites offer privacy and safety features so that you can set boundaries and still enjoy your online social network with the people you choose. Once you’ve uploaded your personal details, digital images and contacts, you’ll be able to hide, edit or limit what appears in your profile and restrict who has access to it. 

How do I help keep my online social networking profile private?

Social networking has many benefits but, as a teacher or other member of the school workforce, it is important that you do everything you can to ensure that your social networking profile remains private.

1 Use passwords and security locks

   
Choose a password for your social networking profile that no-one    

    
will be able to guess and don't share it with anyone.

2 Make the most of built-in privacy and safety features

It is strongly advised that you set the security/ privacy settings on your site so that only your online “friends” can see your photographs and personal information. Sometimes these settings are obvious, sometimes they require a little searching, but they are always there.

3 Think before you post

Anything that is publicly available online could be seen by your students, their parents and other people so, before you post any information or images, consider whether it could cause you embarrassment or potentially damage your reputation or career.

Even if you have set your social networking profile to private, think twice before posting comments or images that could be misconstrued by anyone in your network. Use your professional judgement when it comes to your digital space, just as you would in the real world.
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5 Report any concerns you have
Don't suffer in silence if you're concerned about content on, or contact made 
via, a social networking site. Report it to a senior leader and your e-safety co-ordinator first of all.

Many of the leading social networking providers have reporting mechanisms 
and contact details on their websites so that you can report what has happened easily and quickly. Just look for the ‘Help', ‘Customer Care' or 
‘Report Abuse' buttons on the social networking site.


Is it OK to email or text my students (and former students) or their parents and include them as "friends” on my social networking site?
As a general rule, you should exercise caution when it comes to communicating with students and former students using the internet or mobiles. For example, you should only use official school email accounts or official Learning Platforms (such as Merlin) to talk to current students online so that any communication is logged. You should also only communicate on school matters as personal communication could be considered inappropriate and in breach of your professional code of conduct.

As the boundaries between the online and offline worlds blur, your students or their parents might try to include you in their "friends” list on their online social network or get hold of your personal email address or mobile number. This could be harmless but it's important that you keep a professional distance online, just as you would in the offline world, and not include them as "friends”.

If you have a mobile with Bluetooth technology, you could be at risk of "Bluejacking” (where another Bluetooth user in your vicinity can send you a message without knowing your number) or "Bluesnarfing” (where another Bluetooth user can access your mobile and steal things like your contact list, emails, texts and photos).

Ultimately, email or phone communications between you and a student that are deemed to fall outside of agreed school guidelines might lead to disciplinary action or a criminal investigation.

Swindon Borough Council Policy
Communication with Pupils (including the Use of Technology)
Communication between pupils and adults, by whatever method, should take place within clear and explicit professional boundaries. This includes the wider use of technology such as mobile phones text messaging, e-mails, digital cameras, videos, web-cams, websites and blogs.

Adults should not share any personal information with a child or young person. They should not request, or respond to, any personal information from the child/young person, other than that which might be appropriate as part of their professional role. 

Adults should ensure that all communications are transparent and open to scrutiny.

Adults should also be circumspect in their communications with children so as to avoid any possible misinterpretation of their motives or any behaviour which could be construed as grooming. 

E-mail or text communications between an adult and a child young person outside agreed protocols may lead to disciplinary and/or criminal investigations. This also includes communications through internet based web sites. 
Email: robin.stannard@wiltshire.pnn.police.uk


Did you know? 


In a survey for Becta, nearly half (47%) of the teachers surveyed said they have a social networking profile and mainly engage in Web 2.0 activities for social reasons.


(Source: Becta E-Safety and Web 2.0 Report, September 2008)
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Teacher is suspended for jibe on Facebook about her class 


A teacher faces the sack after complaining about the behaviour of her class on Facebook. Sonya McNally, 35, has been suspended on full pay since calling the 13-year-olds ‘bad’ in a private conversation on the social networking site. In a post on March 20, the supply teacher wrote: ‘By the way, (class) 8G1 are just as bad as 8G2.’ 





Daily Mail, 25th February 2010





Teacher killed herself 'after ex-boyfriend posted naked pictures of her on Facebook'


A teacher who died after drinking poison was living in fear because her ex-boyfriend had posted 'indecent' pictures of her on the internet, her mother claimed yesterday. Emma Jones, 24, was working in an international school in Abu Dhabi  -  and was afraid she could be jailed over the images. 











Did you know?


In a study of cyberbullying against school staff, one in seven respondents said they had experienced it. 63% of respondents who had been cyberbullied said they had received unwelcome emails; over 25% said someone had posted offensive messages about them on social networking sites; and 28% had been sent unwelcome text messages.


(Source: Association of Teachers and Lecturers/Teacher Support Network survey, April 2009)
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