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Licence Reference Form

The following form gives you the opportunity to record your RM EasyMail Plus details.  The first part advises you to make a note of your school’s Domain Name and the password for the Administrative account.  You may decide to change this and it is therefore important to keep an up to date record of this.  The second, refers to your RM EasyMail Plus licence details.  Also note the contact details to purchase additional RM EasyMail Plus accounts.  The last part shows you how to create a short cut from the desktop area of your pc to the URL.

The Administration URL

The Administration URL is common to all administrators:

https://admin.easymail.rmplc.co.uk

	1.  Note your school’s domain name:
	

	2.  Note your administrator password:
	


(Your domain name will probably take a similar format to: school1.oxon.sch.uk)

User accounts

	2.  Note the number of accounts purchased:
	

	3.  Note the renewal date:
	


Ordering more user accounts and/or manuals

To order, please telephone the Primary Sales Desk on 0870 9086969.

How to create a shortcut to your URL

You may wish to create a shortcut from the desktop of your PC to the RM EasyMail Plus URL:

1. Right-click on your Windows desktop.

2. Select New, Shortcut from the pop-up menu.

3. In the Command Line field, enter your Administration URL (see above).

A New Internet Shortcut icon will appear.

4. Rename the shortcut in the same way that you would rename any file within Windows.

5. You may wish to do the same with user URLs.

For further information on renaming files within Windows, and how to use the desktop, please refer to the user manual that accompanied your operating system licence.

Introduction

This guide is for anyone responsible for teaching or managing RM EasyMail Plus.

RM EasyMail Plus is an email solution that uses a web browser for sending and receiving emails. This means that mail is not stored on your school’s computer system but on RM’s servers, and it is accessed using the Internet. RM EasyMail Plus is straightforward to use, as it has been designed specifically for use within an educational environment. It includes all the standard features of an email system, but each has been presented in a format suitable for both younger and older users. In addition, it can be tailored to meet the needs of different age ranges and ability levels.

The guide has been divided into two main sections. The first section concentrates on using the individual components of RM EasyMail Plus. The second section focuses on how RM EasyMail Plus is managed within the establishment. A reference section provides useful examples, and the Glossary explains terms that may not be familiar.

Throughout this guide a number of exercises have been included to demonstrate best practice.  However, RM EasyMail Plus is intuitive and not complex to learn, so it is not essential to work through each exercise.

Benefits of RM EasyMail Plus:

· RM EasyMail Plus meets the QCA (Qualifications and Curriculum Authority) Primary Schemes of Work requirements, including the ability to send, receive, reply and delete messages.

· The built-in spelling checker can encourage pupils’ use of English.

· The personal address book enables users to add their own contacts and to create distribution lists.

· The graphical design makes it easy & attractive to use for pupils (and teachers!)

· Because RM EasyMail Plus is web-based email, users can send and receive email from any computer with Internet access.

· You can customise the settings to help you to meet the ICT (Information Communication Technology) curriculum requirements or your school’s Internet Usage Policy – for example, to restrict younger children to emailing only within the school, or to allow attachments for Year 3 pupils.

· Filtering helps teachers to control use of email, such as restricting inappropriate language and preventing messages to and from unauthorised parties.

· Automatic virus checking of attachments provides additional security.

· A designated teacher monitors rejected emails so that you always have a picture of potential problem areas.

· The Manager is provided with easy-to-use but powerful administration functions with helpful on-window messages, such as the ability to maintain multiple users and customise default settings.

Introduction to the Internet

Before we look at RM EasyMail Plus in detail, this section gives a brief description of the Internet and how it works. It then goes on to explain how you can use RM EasyMail Plus to send email messages across the Internet.

You do not need in-depth knowledge of how the Internet works to use RM EasyMail Plus; however, you may find it useful to understand some of the basic concepts. The Internet is a vast worldwide network of computers, all of which can communicate with each other. Anyone who has an Internet connection can gain access to information and facilities on any other computers attached to the Internet, providing they allow you to do so.

Your connection to the Internet may be through a single (standalone) computer or, if your school has a number of linked computers, they may be connected as one network. The diagram on the next page depicts this.

Each network is connected to an Internet server, one of many special computers on the Internet that look after the connections and provide the facilities needed to make the system work. Many other computers, owned by other schools, organisations, or individual people, may share the same server as your establishment.
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The Internet

When you communicate with another Internet user, the connection [image: image33.wmf]is made through one or more servers. You may think of it being like a telephone call being routed through telephone exchanges.

However, unlike the telephone exchange system, anyone sending you a message will never find your computer ‘engaged’ because, even if your computer is switched off, messages are held by the server until you switch your computer on again. The messages are then automatically forwarded on to you.

Note that in the same way that you are unaware of how a telephone call is routed between your telephone and the one that you are calling, you need not usually be concerned about how the connection is made between you and the computer you have contacted.

If your computer has Internet access, you can use it to send electronic mail (email) messages to any user who has Internet access and an email account, anywhere in the world.

As with ordinary postal mail, each user must have a unique address, so that messages can be sent to that user. Email addresses (which look very different from postal addresses), are allocated by your Internet Service Provider (ISP).

The similarity of email addresses and postal addresses:

[image: image34.png]


[image: image35.png]


[image: image36.png]


[image: image1.png]A Create Message

rosoft Internet Explorer

MEIE
I
J & o G B3 [E /0
B | O% G Mo | G fams B | IE) 0 E b
g 1 ERE

EaSymailPlue

libloggs@easymailm. com

[Email addresses

Powered by WebMail v3.51.06 -- © Copyright 1995-99 by Infinite Technologies
-
&

[ [ intemet
Sstan ||| A @ S || [inbon- Miciosoft Dutook | )Ml - 0K - Hicisstt .| [ E]Create Message - ic. |3 BUE S sa0am





Internet addresses in RM EasyMail Plus

The first part of your address is a user name. This is usually a version of your name, but in a format that can be recognised across the Internet; for example jbloggs.

The second part of the address, after the @ sign, is the domain name. This is the Internet address. When you use RM EasyMail Plus, mail for your school’s domain name will be hosted by RM. An example of a domain name is newtown.barset.sch.uk.

If you are addressing an email to someone within your domain, you only need to put the user name – just as you would only need to put the person’s name on an envelope to be delivered within the school.

Before using RM EasyMail Plus

Before you can start to manage RM EasyMail Plus, you must have:

· A working computer with Internet Explorer installed, ideally version 5 or above, although you can also use RM EasyMail Plus with version 4 to manage your users. Internet Explorer 3 and Netscape browsers can be used for sending and receiving mail, but not for administrative management. 

· A working Internet connection.

When RM set up your RM EasyMail Plus domain on their server, they will have sent you details of your school’s domain name (i.e. the Internet address you need to use RM EasyMail Plus) and the number of user accounts.

The RM EasyMail Plus Manager responsible for administration can then create user names ready for teachers and pupils to start using email. For details, refer to page 20.

Using RM EasyMail Plus: for teachers

You can use RM EasyMail Plus from any computer that has access to the Internet and a suitable web browser.

You access RM EasyMail Plus from within your browser in exactly the same way that you would access any other web site. The first RM EasyMail Plus window that appears is the Login window.

After you have logged in, all you have to do to use RM EasyMail Plus is to click on the buttons or icons to move to the appropriate window to carry out your task. Then enter the information as requested, and finally click on other icons or buttons to carry out your instructions.

The following exercise contains a worked example, which shows you how to send a simple message to RM and read an automatic reply.  You are then ready to move on to more advanced tasks, which follow.

[image: image37.wmf]Logging in

1. Start Internet Explorer.

2. [image: image38.wmf]Type your school’s RM EasyMail Plus domain name in the ‘Address’ box and click Go.

The RM EasyMail Plus login window appears.

3. Enter your User name, then your Password (Note that your password appears as a row of asterisks – one for each character you type.)  The Username will be retained, so that next time you log in, you will not have to repeat this).
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4. Click the Log In button. If you have logged in successfully, the ‘New Mail’ folder appears. You can now begin to use RM EasyMail Plus.

If you have not managed to log in successfully, you will be informed by the message, ‘Log In Failed’. Try logging in again. However, if this still fails, you may need to check the User name and Password details, which can be accessed through the EasyMail Administration Manager account.

Logging out

[image: image39.wmf] 

If at any time you wish to end your RM EasyMail Plus session, click the Close button until you reach the New Mail window, then click the ‘Log Out’ link.

Creating and sending an email

If you work through the following exercise, you will learn how to use RM EasyMail Plus to create and send a message. If you do this successfully, you will receive an automatic reply to your email from RM.

Creating an email

1. If you have not already done so, you first need to Log In to RM EasyMail Plus, which is described in “Logging In”.

2. Click the Create button. This opens the Create Message window, which allows you to type your message.

3. [image: image40.wmf] 

In the text box next to the ‘To’, type in the email address of the intended recipient. In this instance, type in the address:

easymail@rmplc.co.uk
4. Now click in the text box alongside ‘Subject’. Here, you have the option of briefly naming your email. In this case, type “About email”.

5. Click in the Message area, to begin writing your email. For the purposes of this email, type “Please tell me about using RM EasyMail Plus”.

The Create Message window should now look like this:
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Sending an email

1. [image: image41.wmf] 

All you need to do to send the email message is click the Send button. Note: If in future you have to send a long email, you may have to scroll back up to click on Send.

2. [image: image42.wmf] 

Your email has now been sent to RM. You should shortly receive an automatic reply to your email. This will be added to the top of your list of emails received in the ‘New Mail’ folder. If it does not appear, try clicking the Check button. This checks for new messages waiting.

Reading an email

To complete the previous exercise, we will now have a look at how to open an email that has been received.

1. [image: image43.wmf] 

Just double-click on the email heading contained within either the ‘From’ or ‘Subject’ text boxes and this automatically opens the email.
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2. Click In Box to return to the ‘New Mail’ folder.

Note: If you receive a message with ‘Filtered’ in the subject saying that an email you sent has not been delivered and that a copy has been sent to the Filter Master, it means the message you tried to send contravened the restrictions set by the Manager. For example, a pupil might receive such a message if they tried to send an email to someone outside the school when they were only allowed to send emails locally.

Now that you are familiar with how to send and read emails, you can now proceed with the following sections of this manual, which guide you through the other features of RM EasyMail Plus.

Spell checking your email message

Due to the educational focus of RM EasyMail Plus, a Spell Checker has been incorporated within the design. The following steps demonstrate how to spell-check emails.

1. [image: image46.png]


Create your email message as normal.

2. Click the Spelling button.

3. You will then find out whether there are any apparent misspellings.

[image: image5.png]2 possible misspellings in your original
message.

Click on highlighted links in the text
below
10 edit or select a corvection.

There is going to be a spellng test
tomorrow. Itis very importen that I pass
my test.

Please check that L have spelt all my words

corectly

importent

test tomorrow. Tt is very
Context: [imporent that T
pass my test. Please check.

Action: © Accept Value

© Add “mportent” to
Dictionary





4. If there appear to be misspellings, RM EasyMail Plus displays a list of correctly spelt words that most closely match the incorrect word. Click the most suitable word to choose it.

5. Once the correct word has been chosen, click OK to replace the word with the new one.
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Adding an attachment to an email

[image: image48.wmf]RM EasyMail Plus allows you to add attachments to emails, for example Word documents, drawings or spreadsheets that you have already created and want to send to someone. The following exercise demonstrates how you can do this.

1. You first need to create an email, so that the attachment can be related to the correct message.

2. [image: image49.png]
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Click the Attach button. A window is displayed, showing the documents that you have on your computer, or on your shared network (if applicable).

3. Click on the document you would like to attach and click Open.
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4. Click the Add File button. This is an important step, as you may want to add a number of attachments to your email in one go. The Attached Files list then shows you the documents you have chosen to attach.

5. Click OK and the document(s) or file(s) will be added to your email message. If you have done this successfully, you will see an icon like a floppy disk, and a list of your attachment(s) in the ‘Files’ section above the message.
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Using the address book

The address book in RM EasyMail Plus allows you to store the email addresses of contacts. The advantage of using the address book is that, once you have added a contact, you only need to click on the contacts details and their address will be written for you. This is most useful when you need to send the same email to a large number of recipients, as the address book enables you to create distribution lists.

You can access the address book whenever you are creating messages. There you can search for email addresses for all entries within the same domain (for example a whole school).

The Personal address book is a private section, which allows you to store addresses or distribution lists that are personal to you. The Personal section may, for example, store the addresses of friends and family. The following exercise shows you how you can add a contact to the address book.

Adding a contact to the address book

The following exercise demonstrates how you can add a user to either section of the address book:

1. [image: image52.wmf]Access the ‘Create Message’ window (for details of how to do this, refer to page 10) and click the Address button.

2. Select the Personal section of the address book.
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3. In the ‘Add or update personal address book entry’ textbox at the bottom, type the name of the contact and then in the adjacent box, their relevant email address.

4. Click the Save button, and you will now see that the new contact has been added to the window in the address book.

Creating a distribution list

You can create a distribution list in a similar way to adding an entry into the address book. As a teacher you might want to create a distribution list consisting of everyone in your class. The following exercise demonstrated how you might create a distribution list.

1. You first need to make sure that each of the contacts that will make up the distribution list has each been entered separately to the address book. (See “Adding a contact to the Address Book”)

2. Click on each of the contacts and click TO to add them to the box on the right hand side in turn.
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3. Once you are happy that you have selected all the contacts that will make up the distribution list, you will need to choose an appropriate name for that group. For example; if each of the contacts is going to be informed of information relating to their music club, “Music Club” may be the most suitable name for the list, or if the distribution list is Class 1A, you might call it 1A.

4. Click OK and the distribution list will be added to the address book. (If you want to make sure that each of the contacts is on the list, click on the list and each of the users will be displayed.)

Adding address book contacts to an email

1. First access the Create Message window, and click on the Address button.

2. Highlight the relevant contact and click TO to add them to the box on the right hand side.

3. Click OK and the contact will be added to the ‘To’ section of your email.

The same procedure applies to adding a distribution list to an email.

Buttons in alphabetical order

The following section of this guide looks at each of the buttons individually and briefly describes their functions.

Note: Always click the buttons to carry out actions rather than try to use the Return or Enter key on your keyboard.

	Address
	An address book is a list of frequently used email addresses. When creating a message, you can browse the address book to choose who you want to send your email to. You can also add, delete or modify entries. The address book also allows you to create distribution lists.
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	Attach
	The Attach button allows you to attach a file to an email, which you would like to send with your message. Typical attachments may be word-processed files, spreadsheets or graphics.
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	Check
	The Check button allows you to check for new mail whilst you are viewing the contents of the ‘New Mail’ Folder. This button is especially useful if you are waiting for something to arrive, which you know has just been sent to you, as it serves the function of refreshing this folder.
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	Create
	The Create button is used when you want to create a new email. This guide shows a worked example of how to do this (refer to page 10).
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	Delete
	The Delete button enables you to delete messages from any of the folders.  When you select a message and click on the Delete button the message will be sent to the Deleted Messages Folder.

Once deleted from the Deleted Messages Folder, messages can no longer be retrieved.
	[image: image57.png]0 (iving (ibrary





	[image: image58.png]


Draft
	The Draft button saves your current email without sending it. This could be useful if you cannot complete it just yet, for example if you need to look something up, or if you need to finish your session. The message will still be there in the ‘New Mail’ folder ready for you to finish another time.
	

	Edit
	The Edit button enables you to edit the text of an email – for example a draft you created earlier or a message that you are forwarding.
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File
	When viewing the contents of the ‘New Mail’, ‘Deleted’ or ‘Outbox’ folders: click on the File button to open the ‘Select Folder’ window. Here you can create, delete or select folders.

When you are viewing a message, click this button if you want to file the message in an existing folder, and then select the folder from the drop-down list.
	


	Forward
	When viewing a message, click on the Forward button if you would like to forward the original message to another person. The ‘Create Message’ window appears, showing the original message. Type in the name of the new recipient(s) (or select them from the Address Book), then click on the Send button.
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	Help
	The Help button appears in many windows and allows you to access the on-line help. When you have finished browsing through the help section, click on the Close button to return to the window you left.
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	In Box
	The Inbox button appears in several windows.  Click on it to display the ‘New Mail’ window.


	[image: image63.png]




	Log Out
	The Log Out option is available from the ‘New Mail’ window.
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	Next
	The Next button enables you to view the next message in the list of the ‘New Mail’, ‘Deleted’ or ‘Outbox’ folders.
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	Options
	The Options button appears in several windows and allows you to access the ‘Change Options’ feature. This window shows you information relating to the presentation of the message, which can be altered if required. For example, signatures can be added from here.
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	Previous
	The Previous button enables you to view the previous message in the list of the ‘New Mail’, ‘Deleted’ or ‘Outbox’ folders
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Reply
	The Reply button enables you to send a reply to a message, which is open.


	

	Reply All
	The Reply All button enables you to send a reply to the sender of the original message and all its original recipients.
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	Resend
	Use the Resend button to resend an email, for example if the recipient did not receive the original (or has deleted it by mistake!). You can even resend a deleted message provided it has not been removed from the Deleted Messages folder.
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	Search
	The Search button allows you to find all messages in your mailbox from a specific sender.
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	Send
	Click on the Send button from within the ‘Create Message’ window, to send your email.
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	Spelling
	The Spelling button enables you to spell check your email.
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Managing RM EasyMail Plus

Overview

This chapter is for a teacher who has the authority to use the Manager functions of RM EasyMail Plus, such as the ICT Co-ordinator or a teacher with more experience of ICT. It describes how to create and maintain users, and shows you how you could use the filtering features of RM EasyMail Plus to best suit the way your school works and the individual needs of different classes or pupils.

When you use the Manager windows of RM EasyMail Plus, you are guided through each of the functions with easy-to-use forms, selection lists and clear, helpful messages.

Manager functions

The most important Manager function is to create and maintain users. RM EasyMail Plus provides default security and filter settings that enable you to do this quickly and easily, with the confidence that your users will not be exposed to unsuitable messages or risk receiving viruses.

As you gain more experience with the product, you can save time by maintaining multiple users. You can also experiment with changing the domain and filter settings for different individuals or year groups. This will enable you to match the school’s policies and customise RM EasyMail Plus for the school’s ICT curriculum.

RM EasyMail Plus automatically filters out any messages that contravene the filter settings or have attachments with viruses. This enables you to monitor the contents and decide on appropriate action. You can choose to do this yourself or assign another user name.

General advice

We do not recommend that you allow more than one person to use the Manager functions.

Make sure you keep the other teachers informed of changes you have made, especially logins, passwords and filter controls. Keep a note for yourself, too, in case you need to undo any of the changes or re-instate them.

It is a good idea to make sure all the pupils are aware of what they may or may not do: whether they are allowed to send and receive attachments, who they can send email to, and that they are restricted on using banned words. You will also want to make them aware that messages contravening the school’s policy will be filtered out and the contents examined. You could include the use of email in an Acceptable Internet Usage Policy to be signed by pupils and parents – see page 47.

Accessing the Main Menu page

In order to manage user accounts, you need to access the Main Menu page. To do this:

1. Run Internet Explorer.

2. In the box next to ‘Address’, type the address of the EasyMail Plus administration website: https://admin.easymail.rmplc.co.uk

The EasyMail Plus Domain Administrator Login window is displayed:
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3. In the box next to ‘Domain’, type your domain name, e.g. school1.oxon.sch.uk. (Note, next time that you Log in, your domain name will already be entered, as it is retained on each occasion you Log off).

4. In the box next to ‘Password’, type your password. (Note that your password appears as a row of asterisks – one for each character you type.)

5. Click the Login button.

The Main Menu page is displayed. From here, you can select the different account management activities described in this section.
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Finishing your session

When you have finished your administration session, it is important to remember to log out. To do this:

1. Make sure you have saved any changes.

2. Click the Logout link from any of the administration windows.

You are returned to the User Account Management Login window.

Managing individual users

[image: image74.wmf] 

Before anyone else can use RM EasyMail Plus to send and receive email, you need to create users. Once you have set up users on the domain, you can modify their settings or delete them.

Planning user account details

Before you start to create users, you need to consider what settings you are going to use for them. You might find it useful to look at the User Account Administration window.

From the Main Menu Page, click User Account Administration.

The User Account Administration window is displayed.
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User Name

This is the name to identify the user – it will form part of their email address so must be unique.
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The username must have between 4 and 31 lower case letters and/or numbers in any combination. It may also contain a full stop, for example to separate a forename and surname (but do not use spaces or any other characters).

Full Name

This is the full name of the user.

It can contain any combination of letters, numbers, spaces, apostrophes or hyphens, up to 63 characters.

Password

This is the password for this user.

The password does not have to be unique.

Note: If you do not assign a password, RM EasyMail Plus will use the user name as the password for that user.

Restriction

The restriction list controls who the user can send emails to and from. There are three already set up for you:

· LOCAL – the user can send email to and receive email from anyone in the local domain (usually your school).

· UKSCHOOLS – the user can send email to and receive email from anyone in any UK school with a domain name ending in .sch.uk.

· UNRESTRICTED – the user can send email to and receive email from any address.

Select the restriction list for the user from the drop-down list.

Note: You can also design your own restriction lists. For further details, refer to page 34.

Threshold

This enables you to have a greater degree of control over the use of inappropriate language.

Select Unrestricted or select Set Banned Word Threshold and type the number of unique banned words allowed, above which email will be filtered out (for details on banned words, see page 33). Set the threshold to 0 to forbid all banned words.

Allow Attachments

You can choose whether or not to allow attachments. Any attachments will be virus checked automatically.

Tick or clear the “Allow Attachments” box to allow or deny attachments.

Creating a new user

To create a new user:

1. From the User Account Administration window, type their details into the boxes detailed above.
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Click the Add User button.

The user is added to the domain and their details (but not their password) are shown at the top of the window.

Note: If you wish to test this user account, try logging in as that user. For details, refer to page 9.

Modifying an existing user

To modify an existing user:

1. From the User Account Administration window, click on the user in the list.

Their details are displayed in the bottom section.
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Change the details as required.

Note: You cannot change an existing user name. If you need to do this, you must delete the user and then re-create them with the new details. Remember that the user will not be able to keep their old mail, address book, etc. if you do this.

3. Click the Modify User button.

Deleting a user

To delete an existing user:

1. From the User Account Administration window, click on the user in the list.

2. Check that you have selected the correct user record.

3. Click the Delete User button.

4. You are asked to confirm that you want to delete the user. Click OK to confirm (or Cancel if you do not want to delete the user.)

Viewing existing users

Once you have created a number of users, the list at the top of the User Account Administration window could get rather long. This can make it difficult to find the user you require. However, RM EasyMail Plus Account Administration provides a number of ways in which you can control this list so it displays only those records you need to see at any one time.
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Displaying more records

By default, only five user names are shown in the list at the top of the window.

Click the down (or up) arrow at the side of the list to display the next (or previous) five records.

Show all rows/hide rows

By default, only the first five user names of a list are displayed in the top section of the window. However, you can show all records (or all records that match your search criteria).

Click the Show All Rows button.

The complete list is then displayed – you may need to scroll down the window to view more records.

Note: The maximum number of users that can be displayed at one time is controlled by the ‘Max rows to display in User Accounts Page’ – for details of how to change this, refer to page 39.

To return to the list of five records, click the Hide Rows button.

Changing the display order

You can change the order in which the list is displayed. Simply click a column heading. An arrow shows which way the records are sorted.

For example:

· To display users’ full names in alphabetical order, click the heading ‘Full Name’.

· To display their names in reverse order, click the heading ‘Full Name’ again.

Searching for records

You can search for particular user details as follows:

1. Select one of the following options in the ‘Find’ box to restrict the type of record you wish to find:

· All – all users in the domain.

· By User Name – to find a particular user name or all users whose name includes a sequence of letters.

· By Full Name – to find a user by their full name or a sequence of letters contained in the name.

· By Restriction List – to find all users to whom a particular restriction list applies.

2. In the adjacent box, type the sequence of letters or select the restriction list (unless you specified All – no adjacent box is displayed).

3. Click the Search button.

The list is now restricted to users who match the criteria you specified.

Managing multiple users

Although you can add, modify or delete every user individually, RM EasyMail Plus provides the facility to manage users in whole groups. This could be useful, for example, at the start of a school year when:

· A large number of new pupils need email access.

· You want to relax restrictions on pupils who have gone up to the next class.

· The users in last year’s top class are no longer at the school.

In order to do this, you need to save the details of the users in a comma-delimited (CSV) file. This is a special file format that RM EasyMail Plus can load into its database.

The easiest way to create a CSV file is to use a spreadsheet that can save comma-separated files, such as Microsoft Excel, although you could also use Notepad and save the text file with the extension .CSV. (For an example of both types of file, refer to page 56.)

You simply type each user’s name and details across a row in the spreadsheet, then save the file in the correct format. You then follow the EasyMail Plus guidance to upload the file, and all the users in your file are created (or modified) at one time.

Make sure you have enough licences for the number of new users you want to create. Remember to check the number of users currently set up in your domain, and the maximum number permitted, which are shown on the Domain Administration window.

Creating a CSV file

To create a CSV file in Excel:

1. Run Excel and start a new file.

2. Type the details of the users you want to add, with each user on a new line in a single worksheet. They should be in this order:

· User name – A unique name to identify the user in the domain. It must have between 4 and 31 lower case letters and/or numbers in any combination. It may also contain a full stop, for example to separate a forename and surname. It cannot contain spaces.

Note: If you are modifying existing users, you can change any of the details except for the user name.

· Password – The password for this user. If you do not assign one, RM EasyMail Plus will use the user name as the password.

· Full name – The full name of the user. It can contain any combination of letters, numbers, spaces, apostrophes or hyphens, up to 63 characters.

· Restriction list name – The name of the restriction list, in upper case characters.

· Banned words threshold – The number of banned words above which an email will be filtered out (for details on banned words, refer to page 33). For no restriction, type -1.

· Allow attachments – Type Y to allow attachments, or N to deny them.

Example

	00kim.bailey
	kimb
	Bailey Kim
	UKSCHOOL
	1
	N

	00bill.edwards
	bille
	Edwards William
	LOCAL
	1
	Y

	00lori.farrierniels
	lorif
	Farrier-Niels Lori
	UNRESTRICTED
	-1
	Y

	00stuart.fraser
	stuartf
	Fraser Stuart
	UKSCHOOL
	0
	N

	00ali.khan
	alik
	Khan Ali
	LOCAL
	2
	Y

	00pat.oconnor
	pato
	O’Connor Patrick
	LOCAL
	1
	N

	00chandra.singh
	chandras
	Singh Chandra
	UKSCHOOL
	3
	Y


Note: Do not put column headings (if you need them for guidance, remember to remove the heading row before you save the file).

3. Click File then select Save As.

4. Type the filename to identify the group of users.

5. Select CSV (Comma-delimited) as the file type.
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6. Click Save.

7. Click OK or Yes to any warning messages.

You are now ready to load this file into RM EasyMail Plus.

Loading a CSV file

The Multiple User Account Administration window guides you through loading your CSV file step by step. RM EasyMail Plus checks the details in your file and lets you know if you need to make any adjustments to the format. Finally, it reports the outcome so you know when your user names have been added successfully.

Note: It is important to remember that if RM EasyMail Plus reports a problem, you need to log out before you make any changes to your file, then try again. To do this, just click the Logout button. Do not use the forward and back buttons on the browser.

1. Access the User Account Administration Home Page (refer to page 21).

2. Select Multiple User Account  Administration.

The Multiple User Account Step One window is displayed.

3. Click the Browse button and find the CSV file you have just created, then click Open.

The path and filename are shown in the box.
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4. Click Load File.

The file is displayed on the Step Two window, with the column headings shown in the order described above.

5. Check the details. If any of the columns have the wrong heading, select the correct heading from the drop-down list. Use ‘None’ if you have an extra column that does not contain any relevant details.

Note: If you cannot sort out the columns properly at this stage, you need to log out and amend the original file, then try again.
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6. Click the Submit button.

The file is validated by the system, and the results are displayed on the Step Three window.

Check the ‘Status’ column. 

If any rows are ‘Invalid’, you need to check the reason.

Click the invalid row to see the reason for the error in the Status Message bar.

Note: When you have ascertained the reason for the error, you need to log out and amend the original file, then try again.
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7. If you wish to continue, you can select one of these commands:

· Add Users – to add these names as new users.

· Modify Users – to change existing users’ details.

· Delete Users – to remove all these users from the domain.

Note: If the file contains a large number of names, this may take several minutes. It is important to wait – do not stop the process.

When the update is finished, a list shows details of the outcome:

· All users with no errors are shown in black – their details have been added (or modified or deleted).

· Any users with outstanding errors are shown in grey for reference only, but their details have not been added.

· Any lines with errors found at this stage are shown in red.
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8. Click on an Invalid row. The explanation is shown in the Status Message bar. For example:

· Server error –You should log out first, and then try again.

· User exists – This error would occur if you were trying to add a user and this user name already exists on the domain. You need to allocate a different user name, and then try again.

· Maximum User Count Limit Reached – You have reached the number of users allowed in your licence. You could check details of existing users in case there are any you no longer need, perhaps pupils who have left the school at the end of the year. Alternatively, you could extend the licence to allow additional users – for details, refer to page 57.

9. When you have successfully added the users, remember to log out of the User Administration session.

Filtering users’ emails

RM EasyMail Plus enables you to control pupils’ email activities according to your school’s policy.

If an email contravenes any of the criteria you have specified, the email is not delivered. Instead:

· The sender receives a message to tell them that the email was not delivered.

· You can choose to have Filter Master emails sent to one of your addresses.

You can apply the following filter restrictions on individual user accounts:

· Control the content by restricting the use of potentially offensive words.

· Decide whether or not to allow attachments.

· Restrict who pupils can send email to or receive email from.

For details of how to apply these restrictions on a user’s account, see page 22 (single user) or page 28 (uploading multiple users).

Banned words

RM EasyMail Plus has already been set up with a list of ‘banned words’ – potentially offensive terms such as swear words and explicit sexual terminology.

You then determine how stringently this list should be applied to incoming and outgoing emails for each user. You can choose to:

· Allow all banned words.

· Disallow all banned words.

· Allow a threshold number of words – if an email contains more than this number of unique banned words, it is filtered out.

Attachments

You can specify whether or not a user can send and receive attachments.

Location

Applying restriction lists controls the locations where users can send email to or receive email from. A restriction list is a set of rules about what email addresses are permitted. RM EasyMail Plus comes with three restriction lists already set up for you:

· Local – the user can send and receive email from anyone in the local domain (usually your school). I.e. accounts with the same domain name, the name to the right of the @ symbol.

· UK schools – the user can send and receive email from any school with a domain name ending in .sch.uk.

· Unrestricted – the user can send or receive email from any address.

However, the system is extremely flexible, so you can easily design your own restriction lists to meet the needs of your school’s policy. For example, you may wish to allow users to send and receive emails from all schools but one within your LEA, or you may need to apply a restriction on an individual pupil to ensure they do not send emails to their friends. You can then apply your own list(s) to individual user accounts in the same way as the ones supplied.

You do not have to keep the restriction lists supplied. However, you will have to keep at least one restriction list to use as a default – otherwise nobody will be able to use the email system at all.  The system will not allow you delete the default restriction list.

Designing your own restriction lists

If you want to design your own restriction list, you simply need to create a restriction list name, and then specify rules about whether to allow or deny email from or to a single or type of email address. The rules are shown dynamically on the window as you work on them so you can always see what you are doing.

You can have more than one rule in a restriction list. This enables you to make the restrictions as specific as you need for a class, group or individual user. The important thing to remember is that when you have added the rules, you will need to specify the order in which they are to be applied – the most restrictive first. This is because the email is allowed or banned when the 1st match is made from the list. If no match is made, the message is banned. For examples, refer to page 49.

Creating a restriction list

1. Access the User Accounts Administration Home Page (refer to page 21).

2. Select Restriction List Administration.

The Restriction List Administration window is displayed, showing a list of existing restriction lists. 
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3. In the box next to ‘New Restriction List Short Name’, type a short descriptive name to identify the restriction list. This name can contain up to 20 letters and/or numbers (but no spaces).

For example, if this list is to apply to the whole of Year 3, you could call it ‘YEAR3’.

4. In the box next to ‘Description’, type a more detailed description for this restriction list.

5. Click the Add Restriction List button.

Your new restriction list name is displayed in the list, ready for you to add the rules.

Note: If you do not add any rules, and then apply this restriction list to users, they will not be able to send or receive any email at all.

Creating rules

You now need to create the rules for your new list. To do this, follow these steps (you might find it useful to refer to the examples on page 49):

1. Click on the list name.

2. Click the Modify Restriction List button.

The ‘Modify Restriction List’ window is displayed, similar to the following:
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3. For ‘Action’, select Allow or Deny.

4. For ‘Target’, select To & From, or To or From.

Note: If you create a ‘To’ rule, you should also create a ‘From’ rule for the same user and domain. Usually it is easier to use ‘To & From’ to create both rules at the same time. You would only need to create separate rules using ‘To’ and ‘From’ individually if you wanted to allow mail to but deny mail from a particular user or vice versa.

5. For ‘User’, select All or Specific. If you select Specific, type in the box which user(s) you want to apply this rule to.

You can use the wildcard * for part of the name if you wish. For example, 97* would apply to all users in entry year 97 whose user names started with ‘97’, or *ed would apply to everyone whose user name ended with the characters ‘ed’, such as fred, ahmed.

6. For ‘Domain’, select All, Local or Specific. If you select Specific, type in the box which address(es) you want to apply this rule to.

You can use the wildcard * at the beginning of the address if you wish. For example, *.oxon.sch.uk would apply to all schools in the Oxfordshire LEA.

7. Click the Add New Rule button.

The rule is shown in the Sequence section. If you selected ‘To & From’, the two rules are shown separately.

8. Click the Save Changes button.

9. Click Restriction Lists to return to the Restriction List Administration window. (If you try to leave the window without saving the changes, a warning message is displayed – click the Cancel button then save the changes.)

10. Click on your list name to select it – the rule you have added is now displayed.

Note:

Restriction lists rules must be carefully ordered to work properly.  When RM EasyMail Plus processes an email via its Restriction Lists it will acts on the first rule that matches the email.  If no rules are matched then the email is denied by default. RM EasyMail Plus implicitly denies all emails unless there are rules to allow them.

For a restrictive Restriction List you should just create a few “Allow” type rules.

For a permissive Restriction List you just create a few “Deny” rules and ensure that you end the rules list with an “Allow All” type rule.

Modifying a restriction list

You can modify an existing restriction list by adding or deleting rules. Where there is more than one rule, you can change the order – this is useful, for example, if you are adding a new rule which needs to take precedence over an existing one.

Note: If you modify a restriction list, the changes will affect everyone to whom this restriction list has been applied, so you might need to consider whether to modify an existing restriction list or create a new one.

1. From the Restriction Lists Administration window, click on the list name.

2. Click the Modify Restriction List button.

The ‘Modify Restriction List’ window is displayed, showing the existing rules.

· To add a new rule, follow steps 3–7 above.

· To delete an existing rule, click on it to select it, then click the Delete Rule button.

· If you want to modify an existing rule, you must first delete it, then add a new rule with your revised requirements.

· To change the order of rules, click on a rule to select it, and then click the Up or Down button repeatedly until it appears in the correct position. Repeat this for other rules until the list is in the correct order, remembering to move both the ‘To’ and ‘From’ rules.
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3. When you are satisfied with the rules, remember to click the Save Changes button. (The changes will not take effect unless you do this.)

Deleting a restriction list

If you no longer have need of a particular restriction list, you can delete it.

1. Access the Restriction List Administration window.

2. Click on the restriction list name, to select it.

3. Click the Delete button.

4. If the restriction list is currently applied to any users, you are asked to confirm that you want to delete the list and apply the current default restriction list. Click OK to delete the restriction list, or Cancel to keep the list.

Note: You will not be allowed to delete the current default restriction list.

Domain administration

The Domain Administration option enables you to control default settings for your domain. This is useful if the majority of new users would need to have the same settings – it will apply to any new users that you create (either individually or through a CSV file), but will not affect any existing users. You can still override the default settings for any individual users.

You can also use it to change your own password.

Changing domain settings

To change domain settings:

1. From the Main Menu, click Domain Administration.

The Domain Administration window is displayed, similar to:
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2. Make the changes in the relevant fields, as detailed below.

3. Click the Update Domain button.

Note: If you leave any of the fields unchanged, the existing settings will remain in force for those fields.

New administrator password

When your domain was first established, you were given an initial password. However, you should change this to one of your own choice.

For security reasons we recommend that you do not divulge your password to anyone else. This ensures that only you can make changes to users’ settings.

When deciding on a password, consider these points:

· It can have up to 20 letters and numbers in any combination (but no other characters, including spaces).

· It should be easy for you to remember – but not easy for someone else to guess, such as your birthday.

· If you do need to write it down, do not leave it somewhere that others could see it.

To change your password:

1. Type your new password into the box next to ‘New Administrator Password’.

2. Type it again in the box next to ‘Confirm Password’.

Default Restriction List

Select the restriction list from the drop-down list – this shows all restriction lists currently available, including any that you have created yourself.

This restriction list will then be used as the default for any new users that you create or if you delete a restriction list that has been applied to existing users. For this reason we advise not to leave UNRESTRICTED as the default restriction list – it is safer to choose a more restrictive list.

Default Allow Attachments Setting

Tick the box if you want to allow attachments by default, or clear the box if you do not want to allow attachments.

This setting will then be used as the default for any new users that you create.

Default Banned Word Threshold

Select Set number of permitted banned words and type the number of words you want to use as the default banned words threshold, or select No banned word checking if you do not want emails to be filtered for banned words.

This number will then be used as the default for any new users that you create, so it is probably safest to set this to a low number – you can always override it for individual users (such as teachers).

FilterMaster Account user name

This is the user to whom all filtered emails are sent for monitoring. You can assign yourself or another user’s name.

Max rows to display in User Accounts Page

This controls how many user records can be shown at one time on the User Accounts Administration window when you click Show All. If you have a large number of users, it can take time to find all their records and can be difficult for you to find the usernames you want.

By reducing the number here, you can use the Search function on the User Accounts Administration window to control which records you display at any one time.

Type the maximum number of records you want to display, for example 40.

Remember:
When you have finished on this window, click the Update Domain button so that your changes take effect.

Monitoring for viruses

When an email has a file attached, you may be concerned in case a virus has contaminated the file. Although this happens quite rarely, RM EasyMail Plus virus checking provides you with the reassurance that known viruses will not reach any of your users. This virus checking happens automatically, so you do not have to activate it or update the software.

Note: It is worth remembering that although most viruses are not likely to cause damage to files or computers, it is always worth preventing them.

How the virus checker works

RM EasyMail Plus automatically checks both outgoing and incoming emails for viruses. RM regularly updates the scanning software to ensure it can identify the most recent known viruses.

If an attachment contains a virus, the email is not delivered. Instead:

· The sender receives a message to tell them why the email was not delivered.

· You (or the designated user – refer to page 40), as Filter Master, receive a copy of the original message and attachment, with a message telling you which virus was detected. (For details on how to receive email, refer to page 11.)

This enables you to take appropriate action, for example:

· If the virus was found in a file originating within the school, you can take immediate steps to isolate the file and find out where it came from. You might also want to find out more about its effects in order to check for any potential damage (for more details, refer to ‘Further information’ on page 57).

· If the virus came from an outside source, the sender may be able to solve the problem and resend the file.

· If you are concerned about the reliability of the sender, you could change your users’ accounts so they cannot receive email from that sender.

For details of messages, refer to page 47.

Alias list administration

An ‘alias’ is an alternative email address which can be used to represent a single user or a group of users.  If an email is sent to the alias, the message will be received by the original email address that the alias represents.  Aliases can be used for providing alternative names for an individual; for example, a head teacher may make the decision to prefix their email address with the alias ‘headteacher’.:

‘headteacher@school1.oxon.sch.uk’

An alias also enables groups of users to be identified within the school.  You may choose to create and allocate an alias for each year, class or club, allowing you to contact a large group of people, without necessarily knowing every address.

RM EasyMail Plus also enables you to include external email addresses within an alias, this means that the function is not just confined to RM EasyMail Plus users within the school

How to create an alias for one individual user:

The following exercise is designed to show you how you can create an alias for an individual user.  The example given will create the alias ‘headteacher’, representing an account, which is owned by the headteacher.

1. You will first need to access the Alias List Administration section of the Administration interface:
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2. In the ‘New Alias Short Name’ field, type in ‘Headteacher’.  You will notice that when you type the first character, the ‘Add Alias’ button at the bottom of the window turns red, and hence is activated.

3. In the field entitled ‘Description’, type in ‘The Head teacher’s account’.  This acts as a reminder for the individual who is related to this particular alias, and will be useful in the future when you may need to change this alias.
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4. Now click on ‘Add Alias’.

5. The following page prompts you to relate a user to the Alias that you have just created.  Highlight the Alias in the table and click on the ‘Modify Alias’ button, which will allow you to choose a user who will be given the alias ‘Headteacher’.
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6. Select the user to be given the alias from the list of users within the domain and then click on the right facing arrow button, which will insert the selected user in the ‘Users/Addresses in Alias’ field.
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7. Now click on the ‘Save Changes’ button, which will save the alias that you have just created.  If you exit the Alias List Administration section and then return to it, you will see that the alias has appeared in the table and details the number of users related to that alias:
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How to create an alias for a group of users:

To add a number of users to an alias, follow the commands in the above exercise until you reach step 4 and repeat these until you have added all the users you wish to (for example, you may choose to set up an alias for a Year Group, Administration or Subject Department). Alternatively, you can add or remove all of your users from an alias in one step by clicking on the >> or << buttons respectively

How to create an alias which includes an external email address:

To include an external email address within your alias list, just insert the email address (in full) in the ‘Add external email address’ field and click on the ‘Add External Email Address’ button.

How to modify an alias:

To modify an alias, highlight the alias within the table by clicking on it once with the mouse and then click on the ‘Modify Alias’ button.  The list of existing users is then displayed in the table, which you can add to, alter or delete.

How to delete an alias:

To delete an alias, highlight the alias within the table by clicking on it once with the mouse.  Then click ‘Delete Alias’ and the alias will be removed from the table.

Quota allowances

RM EasyMail Plus has been designed around a series of quotas, which provide a framework for users and administrators to help with mail management.  There are a number of different quotas, some are fixed and others can be modified by the administrator/user.

Fixed Quotas:

The first fixed quota relates to the size of users’ mailboxes.  Each mailbox purchased is restricted to a size of 5Mb.  If a user exceeds this quota they will not be allowed to receive new mail.  However, the sender will be informed of the reason for this and receive the email back.  In an attempt to reduce the likelihood of exceeding the mailbox size, it is advised that users are encouraged to remain aware of the size of their mailboxes and are actively shown how to manage them.  It is recommended that users feel a certain responsibility for keeping their mailbox in order.

Another fixed quota relates to the size of individual emails users are allowed to send and receive.  This is a maximum size of 4Mb per message, of which no individual attachment can exceed 2Mb.  Users are made aware of this in the ‘Attachments’ window:
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A key way to achieve effective mail management is to advise users to save attachments received in emails into their home area on the network or to a disk on the local PC, allowing them to delete the original email.  This will considerably reduce the likelihood of reaching the maximum size of a mailbox and also allow faster future access to the files.

RM EasyMail Plus also includes several quotas, which can be changed by the user.  These exist within the ‘Options’ section of the user’s mailbox.  However, these features are discussed in this section, as they relate to the overall managerial function as well.  The first quota refers to the number of emails, which can be stored in the deleted items folder.  This is restricted to 10, although can be reduced further by a user.  The second quota relates to the number of days messages can be stored in the ‘Outbox’ folder.  This is restricted to a maximum of 7, but can also be reduced.  Finally, you can choose to set the quota for the number of messages you wish to be displayed in each of the folders.  This is not restricted to any particular number, but will depend on the number of messages you wish to view.

The ‘Options’ page:
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Reference examples: for managers

Example Acceptable Internet Usage Policy

There are a number of examples of student contracts available on the World Wide Web. The National Association for Co-ordinators and Teachers of IT have an example policy used by many UK schools.  This can be found at http://www.acitt.org.uk/aup.html.
Example filter messages

This section gives an overview of the messages you, as Filter Master, may receive relating to emails that were not sent. RM EasyMail Plus automatically sends these emails enabling you to monitor inappropriate email activity; for example:

· Pupils attempting to send emails to unauthorised addresses.

· Emails that contain unsuitable language.

· Whether anyone is persistently trying to carry out activities that they are not permitted.

· The types and sources of any files with viruses.

This can help you to judge the appropriate remedial action.

The subject of the email messages is always shown as:

Filtered: Original subject

where Original subject is whatever was in the subject line of the original message.

The sender (whether in your domain or external) also receives a notification that their email was not delivered, and a brief explanation (except in cases where they have exceeded the banned words threshold).

Example 1: attachments

You are at School 1 and the intended recipient Kim Bailey is not allowed to send or receive attachments. You have chosen to have Filter Master emails go to an ITManager alias.

The sender would receive a message that said:

Your message to kim.bailey@school1.oxon.sch.uk has not been delivered.

This is because the receiver is not allowed to receive attachments.

The message has been sent to ITManager@school1.oxon.sch.uk by message filtering software.

You, as Filter Master, receive a copy of the original message with the following addition:

Email Filtered: Receiver kim.bailey@school1.oxon.sch.uk is not allowed attachments.

Example 2: Restriction list

Patrick O’Connor tries to send an email to someone in another school, and his restriction list is set to LOCAL.

He receives a message:

Your message to akipp@school2.oxon.sch.uk has not been delivered.

This is because you are not allowed to send mail to this email address.

The message has been sent to ITManager@school1.oxon.sch.uk

You receive a copy of the original message with the following addition:

Email Filtered:

pat.oconnor@school1.oxon.sch.uk is not allowed to send mail to akipp@school2.oxon.sch.uk.

Example 3: Banned words

Chandra Singh has a banned words threshold of 3, and sends an email containing 2 unique banned words to William Edwards who has a banned words threshold of 1. This is automatically filtered, because it exceeds William’s threshold. The email is not delivered.

You receive a copy of the original message with the following addition listing the banned words used (for illustration purposes we have used colours in place of actual banned words):

Email Filtered: Banned words found for the receiver bill.edwards@school1.oxon.sch.uk, (Threshold 1):

· red

· green

Example 4: Virus

Les Mills sends an email with an attachment to Lori Farrier-Niels. The file contains a virus.

Les Mills receives a message:

Your message to lori.farrierniels@school1.oxon.sch.uk has not been delivered.

This is because an attached file contains a virus.

The message has been sent to ITManager@school1.oxon.sch.uk

You receive a copy of the original message and attachment, with the following addition:

Virus found in Message from lesmills@example.co.uk to lori.farrierniels@school1.oxon.sch.uk

File: mills1.doc

Contains virus: the W97M/Ethan.gen virus

Example restriction rules

This section shows some examples of restriction rules and what their effects would be, to help you when you are designing your own restriction lists. RM EasyMail Plus looks at each rule in turn, until it finds a rule that applies – it ignores all subsequent rules, so it is important that they are in the correct sequence.

Note: When you create a new restriction list, email is denied to and from all users in all domains until you have added rules to say what you want to allow.

The restriction lists supplied with RM EasyMail Plus are as follows:

LOCAL

UK SCHOOLS

UNRESTRICTED

LOCAL





Restriction rules


Allow mail to all users in local domain

Allow mail from all users in local domain

All other addresses are automatically denied.

UK SCHOOLS




Restriction rules


Allow mail to all users in *.sch.uk 
(this includes your own school if using a .sch.uk domain).

Allow mail from all users in *.sch.uk
(including your own school if using a .sch.uk domain)

All other email addresses are automatically denied.

UNRESTRICTED




Restriction rules


Allow mail to all users in all domains 
(this includes UK schools and your local domain)

Allow mail from all users in all domains 
(this includes UK schools and your local domain)

The following examples demonstrate some of the possibilities of the RM EasyMail plus restriction lists.

Example 1

You want to allow email within your local domain and also to another school, for example so you can send email to the associated infants school, “School1” (an Oxfordshire school).




Restriction rules


The correct sequence would be:

Allow mail to all users in the specified domain local

Allow mail from all users in the specified domain local

Allow mail to all users in the specified domain school1.oxon.sch.uk

Allow mail from all users in the specified domain school1.oxon.sch.uk

All other email addresses are automatically denied.

Example 2

You want to allow email to and from all email addresses except for one unsuitable domain, “badpeople.com”.




Restriction rules

The correct sequence would be:

Deny mail to all users in the specified domain badpeople.com

Deny mail from all users in the specified domain badpeople.com

Allow mail to all users in all domains

Allow mail from all users in all domains

When an email is sent to badpeople.com it is filtered by the first rule.

When an email is sent to any other address, including the local domain, it is allowed by the third rule.

An incorrect sequence might be:

Allow mail to all users in all domains

Allow mail from all users in all domains

Deny mail to all users in the specified domain badpeople.com

Deny mail from all users in the specified domain badpeople.com

This is incorrect because if an email were sent from someone at badpeople.com, it would be allowed straight away by the first rule.

Example 3

You want to allow email to and from UK schools and allow pupils to receive from, but not post to, external addresses. As an additional safety measure, you want to ban all mail to and from badpeople.com 




Restriction rules


The correct sequence would be:

Allow mail to all users in domain *.sch.uk
Allow mail from all users in domain *.sch.uk
Deny mail from all users in domain badpeople.com
Allow mail from all users in all domains

The first two lines allow mail to and from all UK Schools. The third prevents users from receiving mail from users at badpeople.com. The fourth line then allows all mail from all other users and finally, the implicit deny at the end of the list will prevent users sending to all none-sch.uk addresses.

An incorrect sequence might be:

Allow mail to all users in domain *.sch.uk
Allow mail from all users in domain *.sch.uk
Allow mail from all users in all domains
Deny mail from all users in domain badpeople.com 

This would allow email to and from UK schools, however mail from users at badpeople.com would be allowed by line three before it could be banned by line four.

Testing restriction lists

You might find it useful to test your restriction list by applying it to yourself only, and trying to send emails to various banned destinations to see if they are filtered out. Once you are certain that it has the desired effect, you can apply it to other users.

Types of domain

When you are designing rules, you might find it useful to consider the types of domain. The format of domain addresses indicates what sort of establishment it belongs to. For example, domain addresses ending in the following:

· .sch.uk –  UK schools

· .gov.uk – UK Government

· .ac.uk – UK universities

· .edu – US universities

· .co.uk – UK commercial companies

· .com – International commercial companies

· .org.uk – UK organisations

· .org – International organisations

Example CSV file format

When you are creating, modifying or deleting a group of users at one time, you can choose how to create your CSV file. It is probably easiest to do it in Excel, but you can also use a text file if you prefer.

Make sure you keep each user’s details on a separate line, and that you keep each column (or comma-separated item) in the correct order:

	Username
	Password
	Full name
	Restriction list name
	Banned word threshold
	Allow attachments


This is an example of a suitably formatted list of users as it might appear in an Excel file.

	p.j.smith
	class2B
	Peter J Smith
	YEAR2
	1
	N

	smehta
	class3G
	Smeeta Mehta
	LOCAL
	1
	Y

	mrsjohns
	snhoJ
	Mrs R Johns
	UNRESTRICTED
	-1
	Y

	p.t.smith
	class4D
	Peter T Smith
	UKSCHOOLS
	0
	N

	scohen
	class3G
	Saul Cohen
	LOCAL
	2
	Y

	swright
	class1J
	Shaun Wright
	YEAR1
	1
	N

	amarkov
	class4E
	Anya Markov
	UKSCHOOLS
	3
	Y


Note: Remember when you save the Excel file to select the file type CSV (Comma-delimited).

If you prefer to use a program like Notepad to create a text file, the same list would look something like this:

p.j.smith, class2B, Peter J Smith, YEAR2, 1, N
smehta, class3G, Smeeta Mehta, LOCAL, 1, Y
mrsjohns, snhoJ, Mrs R Johns, UNRESTRICTED, -1, Y
p.t.smith, class4D, Peter T Smith, UKSCHOOLS, 0, N
scohen, class3G, Saul Cohen, LOCAL, 2, Y
swright, class1J, Shaun Wright, YEAR1, 1, N
amarkov, class4E, Anya Markov, UKSCHOOLS, 3, Y

Note: Remember when you save the Notepad file to give it the file extension .CSV.

This example shows users with different restriction lists, banned word thresholds and attachment permissions.

In practice, you will probably be setting up a whole class or year group at one time, and the users are likely to have the same or similar settings. However, you may need to add a group of new users with different settings at the beginning of a new term in the middle of the school year if you have a number of new starters.

Further information

This section provides you with information to help you get more out of using RM EasyMail Plus.

How to purchase more user accounts (blocks)

If you wish to purchase further blocks of email user accounts, contact Primary Sales:

Telephone (0870) 9086969

RM Internet for Learning

IFL is an Internet Service Provider provided by RM. It is designed to deal with using the Internet in an education environment, and offers a filtered service, which blocks access to sites that we know to contain offensive material. We do, however, recommend the supervision of children using the Internet.

The IFL website provides useful information on using the Internet, including information on avoiding offensive sites and viruses. You can log websites that you think should be filtered. It also has support tips and details of related RM products.

http://www.ifl.net

RM’s EduWeb site offers a host of educational resources including:

· Pathways – a database of several thousand educationally appropriate sites covering all aspects of the curriculum - an ideal place to look for educational resources.

· At School – an area in which hundreds of schools and colleges have created websites. As part of IFL’s service you get a virtually unlimited amount of space on the World Wide Web in which to create your own website, provided it is educationally relevant.

http://www.eduweb.co.uk

For information on RM Internet products and services (including training courses on using the Internet), please call the RM Sales Desk.

Online help

Comprehensive online help is available, which includes features of RM EasyMail Plus.

To access the online help while using EasyMail Plus:

1. Click the Help button.

2. Use the Contents, Index, or the links in the individual help pages to find the information you require.

Other resources

Achievement Certificate

An EasyMail Plus “Certificate of Achievement” can be downloaded or printed directly from:

https://admin.easymail.rmplc.co.uk/help/certificate.htm

Training

RM Training offers a variety of hands-on training modules to match your needs and skills to help you get the most out of your ICT.

http://www.training.rm.com

Living Library

Living Library is an online reference library for teachers, parents and children. It is full of reference articles, pictures and links to other interesting websites. Contributors include Oxford University Press, World Book and leading newspapers.

http://livlib.eduweb.co.uk

Support and help

If you are having a problem with RM EasyMail Plus, or if you have any other questions about using RM EasyMail Plus:

1. Try logging out and logging in again, then try again whatever you were trying to do.

2. Check the online help.

3. Try looking on the RM IFL Technical Support web page for answers and advice.

http://www.ifl.net/support/index.html

4. If necessary, you can get support by phoning . Make sure you have the following details to hand:

· Browser, version and platform (they are displayed on the Domain Administrator Login window – see page 21).

· Explanation of exactly what actions you have taken or what you are trying to do.

· A note of any error messages on the computer.

If possible, call from a phone near the computer itself so you can follow any instructions and relate the results.

Glossary

account

A user account refers to details of a user and any settings that apply to them.

address

Every network, computer and user on the Internet has a unique address to identify that person or system. As with a postal address, this means that communications can be sent to a specified individual.

Address Book

A list of frequently used addresses.

alias

Another name given to a user or group of users; e.g. headteacher or admin department.

ASCII order

Abbreviation for American Standard Code for Information Interchange. This is the order in which letters and numbers are sorted on your computer, for example in filenames and user names. A full stop comes first, followed by numbers 0–9, then upper case letters in alphabetical order, and finally lower case letters.

User names can only have numbers, full stops or lower case letters. So, for example, the user names:

patrick, 00patrick, pat1, pat.1, pat.smith, peter, peter1, peter07, peter8, peter.9, peter10

would be sorted in the order:

00patrick, pat.1, pat.smith, pat1, patrick, peter, peter.9, peter07, peter1, peter10, peter8

attachment

A file (such as a Word document or an Excel spreadsheet) that is attached to a message so that both are sent together.

browser

See web browser

button

A small shape or picture on the window that carries out an action when you click on it. Buttons are usually labelled to tell you what they do.

carbon copy

A copy of a message, sent to another recipient.

cc

(1) See carbon copy. (2) The list of people who receive these.

comma-separated file

See CSV.

CSV

Abbreviation for comma-separated value. A type of file format, used to download details into a database. Programs such as Excel can save a worksheet as a CSV file. In RM EasyMail Plus, the Manager can use a file of this type to send details of a group of users to add, modify or delete them all at once.

Also known as comma-delimited file.

default settings

Settings that are used if none are individually specified or if no changes are made. In RM EasyMail Plus, the Manager can decide what the default settings for new users are, to make it faster to add new users.

domain name

Part of an email address that uniquely identifies your school on the Internet, for example school1.oxon.sch.uk. You must have a domain name in order to use RM EasyMail Plus as it forms part of the email address of each user.

email

Electronic mail.

Filter Master

The user assigned to monitor emails filtered by RM EasyMail Plus because they contravene the settings for individual users or because they have attachments that contain a virus.

icon

A small pictogram on the window that you click on to carry out an action.

Internet Service Provider (ISP)

A company that provides access to some or all of the services available on the Internet.

log off

The process of ending your RM EasyMail Plus session at the computer.

log on

The process of starting your RM EasyMail Plus session by entering your username and password.

mailbox

An area in a computer where messages are stored.

Manager

The Manager is the person responsible for managing the system. This involves creating and deleting users, allocating passwords, and many other tasks. To carry out these tasks, the Manager has access to special programs, not available to ordinary users.

refresh

To update the window display with the latest details. For example, you can use this to check whether a new email has been received since you first displayed the New Mail window.

restriction list

A list that defines which email activities a user may or may not carry out. This enables a school to control which pupils are allowed attachments, who they may send email to and receive email from, and limit the use of potentially inappropriate language.

scroll bar

A horizontal or vertical bar containing a scroll box that you can use to scroll the window up or down.

server

(In the context of the Internet) A special computer, looked after by the Internet Service Provider, which provides access to the Internet and facilities to use on it.

standalone computer

A standalone computer is not linked into a network and does not communicate with other computers, unless it is connected to the Internet.

text area

An area in a window where you enter text or where items are shown when they have been selected from a list.

title bar

A narrow area, at the top of a window, which shows the title of the window.

user account

The full details of a user, including their name and settings.

user name

A name that must be entered in order to log on. More than one person can log on as a particular user (although only one person can do this at the same time). Alternatively, everyone who uses the system can be a different user.

virus

A piece of computer code that can attach itself to an email or a file on a disk and damage files in a computer.

virus checker

A program that checks files for known viruses. RM EasyMail Plus uses a virus checker to look at any attachments. If it finds a virus, it prevents the email from being sent, sends a message to the sender to let them know, and sends a copy to the Filter Master with a report of what virus was found.

web browser

A program that lets you browse subjects of interest on the web, and lets you move quickly between them, for example Internet Explorer or Netscape.

wildcard

A special character, usually an asterisk * that you can use in place of one or more characters when you are specifying a user name or domain name. For example:

an* applies to all names starting with an, such as

andrew, ann, anne, antony

*.oxon.sch.uk applies to all domains ending in .oxon.sch.uk, such as
 school1.oxon.sch.uk, school2.oxon.sch.uk, and so on.

Hint


If you are undecided about whether to allow attachments, remember that all attachments will be virus checked automatically – for details, refer to page � PAGEREF _Ref478365653 \h ��41�.





Hint


You might find it helpful to work through an exercise to familiarise yourself with how this works before you create your own lists. In this case, you could call your list ‘TEST’ – you can always delete it later on.





Building rules


The current rule is shown as text.


As you build up the rule step by step, the text changes to reflect the changes you are making so that you can check it is correct.





Sequence


Rules are initially shown in the order in which you added them. You may need to change them into the correct sequence. For examples, refer to page � PAGEREF _Ref478365730 \h ��44�.





Hint


If you have a large number of users and you cannot see the user in the list, refer to the section on Viewing existing users below.





Hint


If you need to find a different set of user records, you will need to search for All users first.


Alternatively, you can further restrict a list by applying a different search to the list you have just found.








Default order


By default, the records are displayed in order of user name – using the ASCII sequence.


If you change the order in any of the columns, it applies only until you apply a new search.





Remember to check the remaining rows – only the first ten will be shown here. Click the down arrow for the next ten or Show All Rows.





Hint


You might find it useful to type the full names in reverse order, with surname first.








Hint


Keep this file – you can use it again if you need to modify or delete all these users, perhaps at the end of the school year.





Hint


You might find it useful to think about how you want to group users, and keep each group in individual CSV files – this will make it easier for you to make changes to the groups later.
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Telephone Communication
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Your Computer          	Your Internet Server         	          Other Internet Server      	    Other Computer





  Your Telephone     	     Your Telephone Exchange    	Other Telephone Exchange    	       Other Telephone











	Mr J. Bloggs


	RM plc,


	Abingdon,


	Oxon.


	OX14 4SE





�





Messages for Filter Master


Filter Master is the user chosen to receive these messages. You can choose to assign this role to yourself or to another teacher – refer to page � PAGEREF _Ref478525900 \h ��40�.





Hint


You might find it useful to test your restriction list by applying it to yourself only, and trying to send emails to various banned destinations to see if they are filtered out. Once you are certain that it has the desired effect, you can apply it to other users.
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Attachments


As a teacher, you are probably allowed to send attachments, but the RM EasyMail Plus Manager may have set up younger pupils not to be allowed this. If they try to send an email with an attachment, they get a message that it could not be delivered and the Filter Master is also sent a copy.





Click on the row to see the reason for the error.





Hint


You can create all your users individually if you wish, but to make it quicker for you, there is the facility to create or modify multiple users – refer to page � PAGEREF _Ref478365170 \h ��26�.


To understand how user settings work, you might find it easier to create one or two individual users first.





Hint


It can be useful to plan user names in such a way that you can easily group them, for example by  starting them with characters that indicate their class or year group.





Hint


It can be useful to plan user names in such a way that you can easily group them, for example by  starting them with characters that indicate their class or year group.








User accounts


The number of current users and total number permitted by your licence are shown – if you need to add more users than your current quota, refer to page � PAGEREF _Ref478365709 \h ��52� for details of purchasing additional user licences.








Choose how you want to select users





Search for user names that include these characters





Sort on any column





Display five records at a time





Show all records





Create, modify or delete a user





Click Up until the rule is in the correct position





Click here to open this message.





Hint


If you are also going to use RM EasyMail Plus for your own emails, you could create yourself a second user name and assign that as Filter Master. This would keep your personal emails separate from the filtered emails.





External email addresses


As a teacher, you maybe allowed to send email outside the school. The RM EasyMail Plus Manager may have restricted pupils from being able to do this. If they attempt to send an email to an address that is not permitted, they get a message that it could not be delivered and the Filter Master is also sent a copy.





Hint


You could store this domain name in Internet Explorer.


Click Favourites then select Add to Favourites.


Next time you want to log in, click the Favourites button and click on the domain address to select it.
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Unspecified domains


Where an address is in a domain you have not specified within a rule set, it is denied by default – so you do not have to list every address! In this example, sending mail to all other addresses of all types apart from *.sch.uk are automatically denied.





Hint


If you want users to have the domain default settings applied, you can leave the relevant column blank. For details of domain defaults, refer to page � PAGEREF _Ref478887104 \h ��38�.





Hint


If you want users to have the domain default settings applied, you can leave the relevant column blank. For details of domain defaults, refer to page � PAGEREF _Ref478886888 \h ��38�.





Default restriction list


You can set the current default  restriction list through the Domain Administration window.





These two columns  headings are the wrong way round – you can use the drop-down list to change the column headings.
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all other email addresses
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all other email addresses
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all other email addresses
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Content of banned words list


If you have any suggestions for additions that you think should be made to the list, contact filtering@rm.com to request it.





Hint


You can click the Clear User Fields button to restore default settings.





Hint


Click on the Status column heading to sort the rows – this will show all Invalid rows together.
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