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Teach Today Web Site 
Teachtoday (www.teachtoday.eu), a project launched by industry in 2008, offers teachers online tools to help them protect themselves in the online environment. It also includes advice and features for teachers and students. There are video resources case studies and lesson plans including primary and secondary plans on privacy issues and cyberbullying. There are also links to other resources related to cyberbullying. 
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UK Safer Internet Centre
Safer Internet Centre have launched a Podcast on the iTunes Channel which includes 52 interviews from Safer Internet Day Live 2011.  This enables you to listen to the world's online safety leaders and experts. You can subscribe to this by visiting this site. 
http://itunes.apple.com/gb/podcast/safer-internet-day-live-2011/id426399672  

There is a summary of the outcomes of Ofcoms latest report published in April 2011 and the following points are made:

· There has been a growth in the use of mobile and gaming devices to access the internet

· There is a continued rise in hours young people spend online and their use of social networking sites
The report gives figures on the rise of use in web enabled devices and the use of games consoles for accessing the internet. 
Examples are:

· The increase in use of social networking sites like Club Penguin or Moshi Monsters for 5-7 year olds from from 7% in 2009 to 23% in 2010. 
· One third (34%) of 8 – 12 year olds have a profile on sites that require users to register as being 13 or over, up from 25% in 2009. 
· There has been a rise of accessing the internet via a mobile phone for 12 – 15 year olds which rose from 14% in 2009 to 23% in 2010
The summary and a link to the whole report can be accessed at:
http://www.saferinternet.org.uk/news/ofcom-uk-childrens-literacy-update-april-2011  
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There is also a new monthly newsletter which you can subscribe to at www.saferinternet.org.uk.  This will provide latest updates as well as keeping you up to date with plans and resources they are working on. It will also share information on those from around the UK and of the Safer Internet Centres across the EU.  The newsletter will also include the online safety news making the headlines.  

Facebook 

Yorkshire and Humber Grid for Learning YHGfL have produced a number of guides for on using Facebook. These are:

· Guide for professionals using Facebook.pdf
· Teacher tips for using Facebook.pdf
· Parental advice on Facebook.pdf
· Common Facebook issues for schools.pdf 

They can be found on their website at: http://www.yhgfl.net/eSafeguarding/eSafety/Safer-Internet-Day-2011 

Rob Ellis (ThinkUKnow Ambassador and ICT Mark Assessor of Southern Elearning Associates) recently collated a list of suggestions from the DfE Safetynet forum about what to do if there is a Facebook incident. This may be useful and is reproduced in italics below.

What can schools do when an incident on Facebook arises?

1. If you know the identity of the perpetrator contacting their parents or, in the case of older

children, the young person themselves to ask that

the offending content be removed often works.

2. Failing that, having kept a copy of the page or message in question delete the content.

· For messages the delete and report/block user facilities are found in the ‘Actions’ dropdown on the page on which the message appears.

· For whole pages the unfriend and report/block user facilities are at the bottom of the left hand column. Always try to cite which of the Terms and Conditions (See footnote for the most likelyones) http://www.facebook.com/terms.php or Community Standards http://www.facebook.com/communitystandards/ have been violated because Facebook are more alert to US law than UK. The process should be anonymous.

· If the page is by someone under 13 click on: http://www.facebook.com/help/contact.php?show_form=underage. Facebook say they will delete any such page.

· To remove a post from a profile, hover over it and on the right there will be a cross to delete it.

3. Does the incident trigger the need to inform the Police or child protection agencies?

4. To report abuse or harassment email abuse@facebook.com (Facebook will acknowledge receipt of your email and start looking into your complaint within 24 hours. They will get back to you within 72 hours of receiving your complaint.)
5. If all else fails support the victim, if they wish, to click the ‘Click CEOP’ button at

http://www.thinkuknow.co.uk/ or
www.ceop.police.uk  (This will provide access to a range of support services. In addition this enables them to report directly to CEOP if someone has acted inappropriately towards a child or young person online. This may be sexual chat, being asked to do something that makes them feel uncomfortable or someone being insistent on meeting up.)
6. If the victim is determined to continue using Facebook they might want to delete their account and start again under a different name. Deletion can be done here

https://ssl.facebook.com/help/contact.php?show_form=delete_account They should be made aware of the privacy issues that might have given rise to their problem in the first place.
Footnote

3.6 You will not bully, intimidate, or harass any user.

4.1 You will not provide any false personal information on Facebook, or create an account for anyone other than yourself without permission.

5.1 You will not post content or take any action on Facebook that infringes or violates someone else's rights or otherwise violates the law.

Teachers Using Facebook

Reminder to teachers to keep their Facebook profiles private and think carefully about the photographs they post after a report in the Daily Mail about how this affected this one school. The report and online comments might help to reinforce this message with staff. 

http://community.tes.co.uk/forums/t/491089.aspx?s_cid/Mon_news_Com 

Online Reputation - New mini-site live 

Safer Internet Centre calls indicate that online reputation or digital footprint is a growing issue in schools. The Centre has created a mini-site that outlines the issues and research but perhaps most importantly how you can better manage your own digital footprint!  Visit the site at www.saferinternet.org.uk/online-reputation
Professionals Online Safety Helpline

This helpline has been operational since March 16th 2011. It is for all professionals and volunteers in the South West who work with children and young people, and aims to address online safety issues they face, both professionally and personally. The pilot Helpline is part of the UK Safer Internet Centre (www.saferinternet.org.uk).  
Research, published by the University of Plymouth to coincide with the launch of the helpline, states that abuse of professionals (and volunteers) online, is a significant issue with over 1 in 3 experiencing or witnessing such an incident. The research also concludes that 30% of incidents did not receive any resolution from senior management.  The report can be downloaded from.  http://www.swgfl.org.uk/News/Content/News-Articles/Professionals-Online-Safety-Helpline.  

The helpline aims to plug this gap and support workers and volunteers with e-safety issues.  

For more information, please visit the Helpline webpage at www.saferinternet.org.uk. You can also directly contact the Helpline for advice via the website, or access the Frequently Asked Questions section.

The helpline, based in Exeter, is available by email via helpline@saferinternet.org.uk or from 10am to 4pm (Mon to Fri) on 0844 381 4772.
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360 wins another award
360 degree safe collected another award on 7th July 2011 by winning the Internet Safety and Security award as the ISPA Awards 2011.  The ISPAs - the UK Internet industry awards are awarded to people and organisations in the industry by their peers and reflect the broad nature of the service provider sector. See www.ispaawards.org.uk for further information.

Visit the 360 degree safe self review tool at www.

 HYPERLINK "http://r20.rs6.net/tn.jsp?llr=n4nsxufab&et=1105859058114&s=416&e=001TJEvFSEWZJfOJCBsiXPm8DId1rQb_KbNu9LjdOVg-NuT6WykbsWdhvFXwUB4V-KwlZv6v5LUINSdxZdFA1tzCB51fIwreB2qg_LfjcGPhh_lvmjYh6IY8g==" \o "http://r20.rs6.net/tn.jsp?llr=n4nsxufab&et=1105859058114&s=416&e=001TJEvFSEWZJfOJCBsiXPm8DId1rQb_KbNu9LjdOVg-NuT6WykbsWdhvFXwUB4V-KwlZv6v5LUINSdxZdFA1tzCB51fIwreB2qg_LfjcGPhh_lvmjYh6IY8g==" \t "_blank" 360safe.org.uk 
EPICT Online Safety Qualification
 
This is an internationally recognised qualification aimed at everyone working with children and young people to recognise their knowledge of online safety. The qualification is an accredited stand-alone module of the overall EPICT (European Pedagogical ICT) licence. The qualification is designed to give formal and assessed recognition to the work that teachers, youth workers, foster carers, volunteers or governors do to safeguard children and young people online. 
Assessment is through the submission of an assignment, following around 20 hours of personal research and consideration, all of which can be online at a time to suit you or alternatively with the support of a formal training session.

The next Fast-Track session is on Wednesday 12th October 2011 in Exeter.

Places can be booked and you can find out about other opportunities to gain the EPICT Online Safety qualification by emailing the SWGfL at esafety@swgfl.org.uk.
Further information is available at www.swgfl.org.uk/epict 

Childnet International
Childnet has supported Trend Micro in encouraging young people to make positive choices online in the second annual 'What's your story' internet safety video competition. This received entries  from individuals and schools across the U.S., U.K., and Canada, and this year’s winners were two young filmmakers from Ohio, U.S. Finalists were selected based on a combination of views and ratings with the winners chosen based on creativity, appropriateness and effectiveness. The grand prize was awarded in the category 'Being a Good Online Citizen'. This is a very thought provoking poem presentation entitled "Where Are You?" by Mark C. Eshleman, featuring Tyler Joseph. This could support work on e-safety with secondary students. 

Will Gardner, Childnet's CEO and member of the judging panel said,

"The Trend Micro film competition received some fantastic and really strong entries. Some of these can be used directly with children and young people as a great way to get them thinking about the way they use technology, and doing so safely and responsibly, and will hopefully a be a positive addition to the resources currently available".  

The full press release with a link to the winning film can be seen at: http://trendmicro.mediaroom.com/index.php?s=43&news_item=878&type=current&year=0 

Childnet also ran an e-safety film competition and the winning films for this year are due to be published on the web site at 

http://www.childnet-int.org/ 
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Last year’s primary and secondary winners can be viewed at the web link below:

http://www.childnet-int.org/film/ 

SWGfL Training Support
South West Grid for Learning has worked with schools in arranging parent evenings at which an expert comes to school and talks to your parents. To date more than 8,000 parents have joined these sessions and learned about how the internet is being used and what precautions should be taken. SWGfL can work with you to arrange a parents’ evening.  Parents sessions are called “A Guide to Online Parenting” and last for approximately 90 minutes. Sessions cover: 
· An overview in understanding of the risks

· Exploring the technologies young people use and the behaviours associated with them

· Strategies to reduce risk

· Practical resources and links to additional organisations

They will provide electronic templates and posters to promote the event and the session also includes up to 30 free internet safety toolkits for families who attend. Additional toolkits can be purchased from esafety@SWGfL.org.uk at £4.50 each or boxes of 30 at £90.00. Parent sessions cost £200 for SWGfL schools £250 for non-SWGfl schools and can be arranged through ringing 0844 8002382 or e-mailing enquiries@saferinternet.org.ukhttp://swgfl.org.uk/Staying-Safe/esafetytraining/Home 
Commoncraft Animation on Creating Secure Passwords

CommonCraft have created an animation on creating secure passwords which is good to share with teachers and young people and can be accessed at the web link below:

http://www.commoncraft.com/secure-passwords-video 

Other animations that are also available cover:

· Phishing Scams in Plain English
· Secure Websites in Plain English
· Protecting Reputations Online in Plain English
Safer Internet Day 2012 (SID). 

This will be held on Tuesday 7th February and the theme will be around 'Connecting Generations'.  This theme lends itself to looking at educating each other, and placing the subject of positive internet use and internet safety as a family issue.  The Safer Internet Centre will be providing a range of resources) for schools. For the last Safer Internet Day 70 companies, organisations and schools sent in their logos and a description of their Safer Internet Day activities. may give you ideas to plan your own event.

http://www.saferinternet.org.uk/safer-internet-day/supporters 

TES Connect Resources on Cyberbullying
TES published links to a variety of resources related to the issue of Cyberbullying which can be accessed at the links below:

Cyberbullying - practical advice for teachers 
Behaviour adviser Tom Bennett provides some practical advice and solutions. 

Cyberbullying advice 
Resources and tips for teachers from the Teacher Support Network.

Primary Cyberbullying assembly 
Introduces the issue of cyberbullying and encourages a class discussion.

Secondary Cyberbullying assembly 
An assembly plan to raise awareness of the issues of cyberbullying.

Cyberbullying lesson plan 
Designed to get young people defining and understanding cyberbullying.

Sexting - what is it? 
Presentation to show to pupils which includes a definition of Sexting, the legal issues and how to avoid problems.

Netiquette 
Info about what netiquette means and how to observe it.

Cyberbullying factsheet from the ATL 
Advice for teachers on how to deal with cyberbullying.
Please direct any queries to 

Jo Briscombe 

Teaching and Learning Adviser ICT

 jo.briscombe@southglos.gov.uk. 
