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What is it?

The South Gloucestershire E-safety award for Primary Schools is designed to recognise the achievements of pupils aged 7 – 11 whilst they are actively involved in activities relating to e-safety. The award offers pupils the opportunity to complete 3 units of work on e-safety, leading to a full award of 6 hours of accredited learning. This can be used to recognise work that pupils do in class as well as homework tasks.  

Aims

To help pupils to become aware of the risks when using the Internet and the steps they can take to ensure their own safety.

Objectives

To offer a range of Internet safety activities and games for pupils to participate in.
To provide information on Internet safety for the supervising adults.
To provide certificates of achievement to young people on completion of the full 

award of 5 hours.
The 3 units of the E safety award will cover the following areas of learning:- 

1. Personal Development 

Personal development occurs through young people taking part in a wide range of experiences and activities. The range of development will be different for each young person, depending on his or her personal situations and ability levels. Personal development is when a young person makes positive changes in their lives.

2. Skills 

New skills can be learnt or existing ones developed. 

3. Issue based Learning 

Issue Based Learning occurs when young people take part in activities and discussion in which they learn about personal or life issues, including staying safe, equalities and being healthy.

How does it work?

Pupils:

1. Participants will sign the ‘Young Persons Acceptable Use Agreement’ and write their own e-safety rules. 
2. They will work with their teacher to decide what they want to achieve and which activities they want to take part in. Then will fill in the planning pages of their learning diary and begin their planned activities. They will record what they do and what they have achieved in their diary.
Teacher:

1. The teacher must explain the process to the young person and the support they can expect to receive while they are working on the award.
2. They will then complete the class registration form.
3. The teacher will replace the acceptable use rules and agreements with the school rules and policy if they feel this would be more helpful for their learners. 

4. The teacher will offer support and encouragement to the young person through their planned teaching and homework and help them to complete the forms if needed.

5. The completed awards to be sent to the Accreditation Office for certificates to be issued.

Outline

· Teachers need to complete a class registration form which will be submitted to the Accreditation Office when the awards have been completed. 
· They then need to plan in work and homework on acceptable use and internet safety.

· They need to work with their class to complete the rules activity at the start of the pupil learning diary and pupils will need to sign this. 

· They will need to work with the class to complete the planning sheet at the start of each unit. The units can be completed one at a time during different times or all together during a term as best fits in with planned teaching. 

· As pupils work through the units they need to complete their learning diary. There are suggested activities for each unit, however teachers can use any planned activities to count towards this award. 
· Acceptable use agreement templates are listed but schools may choose to link this work to their own policies. 
SOUTH GLOUCESTERSHIRE E-SAFETY AWARD CLASS REGISTRATION FORM

School:  __________________________________ 
Class: ______________________________ 
Name of Class Teacher: _________________

Class Registration Form – please complete with pupil names and date of birth.
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Rules for Keeping Safe with ICT
Keeping Safe

· I will not use ICT in school (including my own) without permission from my teacher. 
· I will choose my user names and passwords carefully to protect my identity and I will not share them.
· I will not ask computers to remember my password.
· I must keep my personal details and those of others private.  

· I will not visit unsafe sites or register for things I am not old enough for.

· I will log off sites when I have finished.
Communicating and Sharing
· I know that I need to be polite and friendly online.

· I know that others may have different opinions and that I should respect them.

· I am careful about what I send as messages can be forwarded on to my parents or head teacher.

· I know that I must have permission to communicate online and will make sure my teacher / parents know who I communicate with.
· I will talk to an adult if an online friend wants to meet me and never arrange to meet anyone without permission.
· I will not open messages if the subject field is not polite or if I do not know who it is from. 

· I will not use anyone else’s work or files without permission. 

· Where work is protected by copyright, I will not try to download copies.
· I will not take or share pictures of anyone without their permission. 

· I know that anything I put up on the internet can be read be anyone. 
· I will only use my mobile phone at school for things that the school allows. 
Research and Fun

· I will use clear search words so that I find the right information.
· I know that some content may not be filtered out.
· I will double check information I find online.
Buying and Selling

· I can tell if a site is trying to sell something.

· I know that I should not buy anything on line without permission.

Problems

· I will not try to change computer settings or install programmes. 
· I will tell a teacher or adult I trust if I find anything on a computer or message that is unpleasant or makes me feel uncomfortable.
· I will not damage equipment and will tell a teacher if equipment is broken or not working.

I agree to use ICT by these rules when:

· I use school ICT or my own in school (when allowed)
· I use my own ICT out of school to use school sites or do school activities

My Name is

My Class teacher is

Signed






Date

Staff (and Volunteer) Acceptable Use Policy Agreement Template
Policy Context
The internet and other technologies are powerful tools, which open up new opportunities for everyone. They can stimulate discussion, promote creativity and promote effective learning. They also bring opportunities for staff to be more creative and productive in their work.  All users should have an entitlement to good, safe access to ICT and the internet. This Acceptable Use Policy is intended to ensure that:

· Staff and volunteers are responsible users and stay safe while using technologies for educational, personal and recreational use. 

· School ICT systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk. 

· Staff are protected from potential risk from the use of ICT in their everyday work and work to ensure that young people in their care are safe users. 

Acceptable Use Policy Agreement

I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to my safety or to the safety and security of the ICT systems, other users and pupils. 

Keeping Safe

· I know that the school will monitor my use of the school ICT systems and communications. 
· I will only use my own user names and passwords which I will choose carefully so they can not be guessed easily.

· I will not use any other person’s username and password.

· I will ensure that my data is regularly backed up. 

· I will not engage in any on-line activity that may compromise my professional responsibilities or compromise the reputation of the school or its members.

· I understand that data protection requires that any personal data that I have access to must be kept private and confidential, except when it is deemed necessary that I am required by law or by school policy to disclose it to an appropriate authority.

· I will only transport, hold, disclose or share personal information about myself or others, as outlined in the school personal data policy. I will not send personal information by e-mail as it is not secure.
· Where personal data is transferred outside the secure school network, it must be encrypted.

· I will not try to bypass the filtering and security systems in place.
· I will only use my personal ICT in school for permissible activities and I will follow the rules set out in this agreement. 

Promoting Safe Use by Learners

· I will model safe use of technologies and the internet in school.

· I will educate young people on how to use technologies safely according to the school teaching programme.

· I will take immediate action in line with school policy if an issue arises in school that might compromise learner, user or school safety or if a child reports any concerns.

Research and Recreation
· I will not upload, download or access any materials which are illegal (child sexual abuse images, criminally racist material, adult pornography covered by the Obscene Publications Act) or inappropriate or may cause harm or distress to others. 

· I will not (unless I have permission) make large downloads or uploads that might take up internet capacity. 

· I know that all school ICT is primarily intended for educational use and I will only use the systems for personal or recreational use if this is allowed by the school. 

Communicating and Sharing
· I will communicate online in a professional manner and tone, I will not use aggressive or inappropriate language and I appreciate that others may have different opinions. 

· I will only communicate with students / pupils and parents / carers using official school systems. 
· I will be aware that any communication could be forwarded to an employer or governors.  


· I will only use chat and social networking sites for school purposes that are approved by the school.

· I will not use personal email addresses on the school ICT systems unless I have permission to do so.

· I will not access, copy, remove or otherwise alter any other user’s files, without their permission.

· I will ensure that I have permission to use the original work of others in my own work and will credit them if I use it. Where work is protected by copyright, I will not download or distribute copies (including music and videos).

· I will only take images or video of pupils/staff where it relates to agreed learning and teaching activities and will ensure I have parent/staff permission before I take them. If these are to be published online or in the media I will ensure that parental / staff permission allows this. 

· Where these images are published (e.g. on the school website / Merlin) I will ensure it is not possible to identify the people who are featured by name or other personal information.

· I will not use my personal equipment to record images / video unless I have permission to do so. 

· I will not keep images and videos of students stored on my personal equipment unless I have permission to do so. If this is the case I will ensure that these images can not be accessed or copied by anyone else or used for any purpose other than that I have permission for.

Buying and Selling

· I will not use school equipment for online purchasing unless I have permission to do so.

Problems

· I will immediately report any illegal, inappropriate or harmful material or incident I become aware of, to the e-safety co-ordinator or head teacher. 

· If I believe a young person may be at risk I will follow the child protection procedures.

· If I believe a young person may be being bullied I will follow the anti-bullying procedures. 

· I will not install or store programmes on a computer unless I have permission.

· I will not try to alter computer settings, unless this is allowed in school policies. 

· I will not cause damage to ICT equipment in school and will immediately report any damage or faults involving equipment or software, however this may have happened.

· I will not open any attachments to emails, unless the source is known and trusted, due to the risk of the attachment containing viruses or other harmful programmes.

I understand that these rules are in place to enable me to use ICT safely and that if I do not follow them I may be subject to disciplinary action. I agree to use ICT by these rules when:

· I use school ICT systems at school or at home when I have permission to do so

· I use my own ICT (when allowed) in school 

· I use my own ICT out of school to use school sites or for activities relating to my employment by the school

Staff / Volunteer Name 


Signed








Date
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Here are some rules for keeping safe with ICT. Please read them and discuss which you think are most important and why. 

Rules for Keeping Safe with ICT
Keeping Safe

· I will not use ICT in school (including my own) without permission from my teacher. 
· I will choose my user names and passwords carefully to protect my identity and I will not share them.
· I will not ask computers to remember my password.
· I must keep my personal details and those of others private.  

· I will not visit unsafe sites or register for things I am not old enough for.

· I will log off sites when I have finished.
Communicating and Sharing
· I know that I need to be polite and friendly online.

· I know that others may have different opinions and that I should respect them.

· I am careful about what I send as messages can be forwarded on to my parents or head teacher.

· I know that I must have permission to communicate online and will make sure my teacher / parents know who I communicate with.
· I will talk to an adult if an online friend wants to meet me and never arrange to meet anyone without permission.
· I will not open messages if the subject field is not polite or if I do not know who it is from. 

· I will not use anyone else’s work or files without permission. 

· Where work is protected by copyright, I will not try to download copies.
· I will not take or share pictures of anyone without their permission. 

· I know that anything I put up on the internet can be read be anyone. 
· I will only use my mobile phone at school for things that the school allows. 
Research and Fun

· I will use clear search words so that I find the right information.
· I know that some content may not be filtered out.
· I will double check information I find online.
Buying and Selling

· I can tell if a site is trying to sell something.

· I know that I should not buy anything on line without permission.

Problems

· I will not try to change computer settings or install programmes. 
· I will tell a teacher or adult I trust if I find anything on a computer or message that is unpleasant or makes me feel uncomfortable.
· I will not damage equipment and will tell a teacher if equipment is broken or not working.

Safety rules should be followed when:

· I use school ICT or my own in school (when allowed)
· I use my own ICT out of school to use school sites or do school activities

Please list your own top 10 rules for keeping safe when using technology and then sign them. 

My top 10 tips for keeping safe. 

1. ………………………………………………………………………………………………………

2. ………………………………………………………………………………………………………

3. ………………………………………………………………………………………………………

4. ………………………………………………………………………………………………………

5. ………………………………………………………………………………………………………

6. ………………………………………………………………………………………………………

7. ………………………………………………………………………………………………………

8. ………………………………………………………………………………………………………

9. ………………………………………………………………………………………………………

10. …………………………………………………………………………………………………………


My Name is

My Class teacher is

My Date of Birth is

Signed






Date

	1. Personal Development

What will you do to change about how you help to keep yourself or someone else safe?

Please tick the box next to the activities you will do from this list, or work with your teacher to add your own activities.
a. I will teach a younger person how to use a site safely. I will record what I do and what I find out in my learning diary.

b. I will teach a parent or adult that I learn with how to use a site safely that I use. I will record what I do in my learning diary. 


c. I will create a diary of my online activity for a week in your learning diary and record anything I do to help keep myself safe online. 

d. I will read the terms and conditions for a web site and create something to show people how to use it safely. I will create

a poster

instructions 

leaflet

podcast or video


e. Investigate and collect rules on keeping safe on the internet and use them to create your own set of rules.


f. Use this space to write down your own ideas for activities that you want to do
……………………………………………………………………………………………………
……………………………………………………………………………………………………

……………………………………………………………………………………………………
……………………………………………………………………………………………………

……………………………………………………………………………………………………
……………………………………………………………………………………………………





E-Safety Learning Diary
	Date
	What I did
	What I found out
	Time taken 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	2. Developing my Skills 
What skills will you learn or develop?

Please tick the box next to the activities you will do from this list, or work with your teacher to add your own activities.

a. I will work through the chapters of Captain Kara and Winston’s Smart adventure http://www.childnet-int.org/kia/primary/smartadventure/default.aspx 


b. I will do the All About Explorers Treasure Hunt activities on an Explorer

http://www.allaboutexplorers.com/hunts 


c. I will complete the Dongle the Rabbit activities on the BBC Stay Safe site http://www.bbc.co.uk/cbbc/help/web/staysafe 


d. I will do the Think U Know section on How to Have Fun and record what I find out http://www.thinkuknow.co.uk/8_10 


e. I will visit the How to Stay in Control section of the Think U Know web site and find out about different technologies. I will make a note in my learning diary about how to keep safe using them.  http://www.thinkuknow.co.uk/8_10/control/ 


f. I will do the Think U Know section on reporting and make a note in my learning diary of all the people you could report to if you felt unsafe online. 

http://www.thinkuknow.co.uk/8_10/report/  

g. I will explore the Cyber Café area of the Think U Know web site and write about how to safely complete the activities and what actions might be unsafe in my learning diary. 

http://www.thinkuknow.co.uk/8_10/cybercafe/ 

h. I will do the activities on the Kidsmart web site and write down anything I find out about keeping safe in my learning diary. http://old.kidsmart.org.uk/yp/under11/ 


g. Use this space to write down your own ideas for activities that you want to do
……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………





E-Safety Learning Diary

	Date
	What I did
	What I found out
	Time taken 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	3. Learning About E-safety Issues
What do I want to learn about personal or life issues, like dangers or technology and staying safe?

What activities will I do to learn about e-safety issues? 

a. I will find out how to keep safe on web sites that I use by looking at the advice on the site about keeping safe and reading the terms and conditions. I will record what I find out in my learning diary.

b. I will investigate a social networking site that I am allowed to use. I will find out how it can be used and look at the safety points in the terms and conditions. I will create a poster or leaflet to tell people how to keep safe when using the site.

c. I will write a fictional newspaper article on an e-safety problem that could happen. I will include what could happen and what young people could do to keep safe.  

d. I will use web sites to find out about Cyber Bullying and create a poster, leaflet, podcast or video about how to prevent it and what you can do if it happens to you. 


e. I will talk to friends about e-safety issues that have happened to them and how they dealt with them. I will use web sites to find e-safety advice about dealing with them and share the advice. I will record what I learn in my learning diary. 


f. I will look at the safety information on two web sites and compare them. I will write a list in my diary of e-safety information I find out. 

g. I will use two different search engines to find the same information and compare the results. I will write in my learning diary how the results are different or the same and what problems there might be with using them. 

h. I will make a poster showing the advantages and dangers of communicating online (e-mail, chat rooms, mobile phone, etc) and how to stay safe.

h. I will find out about different types of online communication and their dangers and make a leaflet about it. I could look at texting, instant messenger, video conferencing, blogging, wikis, etc. 


i. I will create a poster or story showing what might happen to a photograph or comment that is uploaded to the web, where it might end up, who might download it and what could happen, for example, if parents saw it. 


j. Use this space to write down your own ideas for activities that you want to do
……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………

……………………………………………………………………………………………………





E-Safety Learning Diary

	Date
	What I did
	What I found out
	Time taken 
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E-safety Award for Schools

South Gloucestershire has worked to develop an e-safety award for Primary Schools in line with other awards that are offered. The award requires pupils to undertake 6 hours of e-safety activities linked to personal development, skills and issue based learning. Schools can choose for their students to complete this award linked to activities that are already being carried out in the curriculum or for students to complete independently as homework. The award requires a registration form to be completed for pupils. Students are then required to list the activities they will complete from a menu of activities and keep an ongoing diary of their achievements. Once submitted and validated then students can receive accreditation and their e-safety award certificate. There will be a small admin charge for the certificates to be produced. For further information please contact Jo Briscombe on 01454 863349 or jo.briscombe@southglos.gov.uk.

Other awards available to young people are: E-Safety Award for Secondary Schools, South Gloucestershire Award for Young People, the South Gloucestershire Volunteers award, Youth Achievement Awards, ASDAN and Duke of Edinburgh. Please contact Accreditation Development Worker & DofE Manager, Jill Hoggans for more information. 01454 868499 or jillian.hoggans@southglos.gov.uk
All enquiries to: Jill Hoggans, Accreditation Development Worker 
South Gloucestershire Council, Preventative Services, 
PO Box 2082, South Gloucestershire Council, Castle Street, Thornbury, BS35 9BQ. 
Tel: 01454 868499 
jillian.hoggans@southglos.co.uk
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